
Security Warning - URL Spoofing Phishing Scheme 
Jan. 8, 2020 
 
 
To all UP Mail Users: 
 
Please be reminded not to click on ANY URL from UNSOLICITED email, even from trusted 
sources. 
 
There are phishing attempts as highlighted by 
https://krebsonsecurity.com/2020/01/tricky-phish-angles-for-persistence-not-passwords/ which 
manipulates the URL, allowing a malicious app to gain access to users’ data. 
 
Please continue to be extra careful and vigilant of suspicious activities online. Should you 
encounter these, immediately inform our Helpdesk at (02) 8376-3100 and (02) 8376-3101 or 
send an email to helpdesk@up.edu.ph 
 
For your information and guidance. 
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